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Trialog,'

CEO Trialog

loT systems: Smart meters, Vehicle charging, Connected vehicles

Standardisation
ISO/IEC, ISO, ITU-T, CEN-CENELEC, ETSI
Architecture, 10T, Digital twin, Al, Security and Privacy

AIOTI (Alliance for loT and Edge Computing Innovation) Aliance for IoT
Chair AIOTI WG3 Standardisation <0, and Edge Computing

Innovation
Liaison officer AIOTI to JTC 1/SC 41
BDVA (Big data value association) \
Participation TF6.SG6 standards, TF10 data spaces, ’- BDV

Participation Standards Al, Data and Robotics,

Horizon Europe
Energy data space: Int:Net, Enershare
Connected collaborative automated mobility: Connect
Standards: INSTAR
Privacy: LICORICE
Digital twins for agriculture: SPADE
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Artificial Intelligence Standards (SC42)




Artificial Intelligence (ISO JTC1/SC42)
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. ) Big data vocabulary automated artificial classification computational implications of the
terminology systems using ML framework and Al systems o management process
intelligence systems performance approaches use of Al
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systems
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loT and Digital Twins (SC41)




loT and Digital twins (Yellow tags)
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.SC41
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20924 Ed2 2024
IoT and digital twin —
Vocabulary

21823-1 2020
IoT interoperability -
framework

22417 TR 2017
loT use cases

29182-1 2017 SNRA
General overview and
requirements

29182-7 2015 SNRA
Interoperabiity guidelines

30140-1 2018 UWASN —
Overview and requirements

30141 2018
loT reference architectures

21823-2 2020
loT transport interoperability

30163 2021 SN-based
integrated platform for
chattel asset monitoring

29182-2 2013 SNRA
Vocabulary and terminology

20005 2013 Collaborative
information processing in
intelligent SN

30140-2 2017 UWASN —
Reference architecture

30147 2021 Integration of
loT trustworthiness in
ISO/IEC/IEEE 15288

21823-3 2021
IoT semantic interoperability

30169 2022 IoT
applications for electronic
label systems (ELS)

29182-3 2014 SNRA
Reference architecture
views

30128 2014 Generic SN
Application Interface

30140-3 2018 UWASN —
Entities and interfaces

30164 2020
loT Edge computing

21823-4 2022
IoT syntactic interoperability

30172 TR 2023
Digital twin use cases

C

29182-4 2013 SNRA Entity
models

19637 2016
SN testing framework

30140-4 2018 UWASN —
Interoperability

30165 2021
Real-time loT

30161-1 2020 Data
exchange platform for loT -

Requirements & architecture

30176 TR 2021 Integration
of loT and DLT/blockchain:
use cases

29182-5 2013 SNRA
Interface definitions

22560 TR 2017 SN -
Aeronautics active air-flow
control

30142 2020 UWASN —
Network mgt system
overview & requirements

30166 TR 2020

30161-2 2023 Data
exchange platform for loT —

30179 2023 loT system for
ecological environment

29182-6 2014 SNRA
Applications

30101:2014 SN and its
interfaces for smart grid

30142-2 2020 UWASN —
Network management

malziiil oy Transport interoperabiltiy monitoring system system u-MIB
30168:2024 TS Generic T
Trust Anchor API for Sltile? 2.022 Cfmpt""ht.'b"'ty 30143 _2020 UWASN -
Industrial 10T Devices _requirements within Application profiles
industrial 10T systems
Q)
30173:2023 Digital twin 30171-1 2022 B-UWAN -
concepts and terminology Overview and requirements
Underwater acoustic
Foundational Interoperability Application Sensor network network
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loT and Digital twins (Yellow tags)
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30186 Digital twin maturity
model (WG6)

30141 Ed2 IoT reference
architecture (WG3)

30178 IoT Data format,
value and coding (WG4)

30194 TR Best practices for
use case projects (SC41)

30189-1 TR loT-based
cultural heritage mgt —
Framework (WG5)

30177 Underwater network
mgt system (U-NMS)
interworking (WG7)

30149 TS loT 30187 Evaluation indicator 30181 Functional 30180 Status of self- 30195 TR IoT Applications
trustworthiness principles for 10T systems (WG5) architecture for resource ID quarantine through loT data for Long-distance Oil and
(WG3) Y interoperability (WG4) interfaces (WGb5) Gas Pipeline
30184 Autonomous loT 30196 TR IoT applications
object identification in for natural gas distribution
connected home (WG5) system (WGb5)
30188 30198 Edge computing

Digital twin Reference
Architecture (WG6)

Foantional

PWI 16 Digital Twin —
Extraction and transactions
of data components (WG6)

PWI 17 Guidance on loT
and digital twin integrations
in data spaces (WG6)

PWI 19 Digital twin —
Guidelines for digital entity
modelling (WG6)

gateway interoperability
framework (WG4)

30197 IoT for stress
management, good health
and well-being (WG5)

21823-5 Behavioral and
policy interoperability (WG4)

Interoperability

TR PWI 11 Digital twin
correspondence measure of

DTw twinning (WG6)
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TR PWI 10 loT-based

cultural heritage mgt - Use
cases (WGH)

TR PWI 12 Environmental
effect of underwater acoustic
signalling (WG7)

TR PWI 13 IoT Apps for
long-distance oil & gas
transmission pipeline (WG5)

PWI 15 System regs of loT-
based fixed asset seizure
management (WG5)

TR PWI 18 Guidance on loT
application to home
healthcare (WG5)

63573-1 Multi-modal
underwater wireless com.
tech — overview & regs.

Underwater
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Ecosystem - Data space perspective




Perspective
Ecosystem - Data I under development
spa Ce Final draft or published

Data
| sc32-s207
SC27 - 5181 Data usage terms
Data provenance | and concepts
|  scs32-197633 | sc32-s212
Metamodel for Data usage
| ontology registration | guidelines

| sca2-s8183
Data life cycle

. f work
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standardization
Perspective
Ecosystem — Data

space

() intnet

Interoperability

. Under development

Final draft or published

SC41 - PWI 16
Extraction and
transaction process

SC41 PWI19
Guidelines for digital
twin entity modeling

SC41 - 21823-1
Interoperability
Framework

SC41 - 21823-3
Semantic
interoperability

SC41 - 21823-5
Behavioral & policy
interoperability

Cata

SC27 - 5181
Data provenance

SC32 - 5207
Data usage terms
and concepts

SC32 -19763-3
Metamodel for
ontology registration

SC32-5212
Data usage
guidelines

SC42 - 8183
Data life cycle
framework




standardization
Perspective
Ecosystem — Data
space

Data spaces

SC38 — 20151
Dataspace concepts
& characteristic

Interoperability

. Under development

Final draft or published

() intnet

SC41 - PWI 16
Extraction and
transaction process

SC41 PWI19
Guidelines for digital
twin entity modeling

SC41 - 21823-1
Interoperability
Framework

SC41 - 21823-3
Semantic
interoperability

SC41 - 21823-5
Behavioral & policy
interoperability

Cata

SC27 - 5181
Data provenance

SC32 - 5207
Data usage terms
and concepts

SC32 -19763-3
Metamodel for
ontology registration

SC32-5212
Data usage
guidelines

SC42 - 8183
Data life cycle
framework




standardization

Perspective

Ecosystem — Data

space
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Data spaces

SC38 — 20151
Dataspace concepts
& characteristic

Architecture

| SC41 - 30141 Ed2
| loT RA

SC41 - PWI 17
loT and Digital Twins
in data spaces

Interoperability

. Under development

Final draft or published

SC7 - 42042
Reference
architecture (RA)

SC41 - PWI 16
Extraction and
transaction process

SC41 - 30188
Digital Twin RA

SC41 PWI19
Guidelines for digital
twin entity modeling

SC41 - 21823-1
Interoperability
Framework

SC41 - 21823-3
Semantic
interoperability

SC41 - 21823-5
Behavioral & policy
interoperability

Cata

SC27 - 5181
Data provenance

SC32 - 5207
Data usage terms
and concepts

SC32 -19763-3
Metamodel for
ontology registration

SC32-5212
Data usage
guidelines

SC42 - 8183
Data life cycle
framework




standardization
Perspective
Ecosystem — Data
space

Data spaces

SC38 — 20151
Dataspace concepts
& characteristic

Architect

| SC41 - 30141 Ed2
| loT RA

SC7 - 42042
Reference
architecture (RA)

SC41 - PWI 17
loT and Digital Twins
in data spaces

SC41 - 30188
Digital Twin RA

Interoperability

. Under development

Final draft or published

SC41 - PWI 16
Extraction and
transaction process

SC41 PWI19
Guidelines for digital
twin entity modeling

Security

SC41 - 21823-1
Interoperability
Framework

SC41 - 21823-3
Semantic
interoperability

and privacy

SC27 - 27115
Cybersecurity eval.
of complex systems

!
:
:
;

SC27 - 27568
Security and Privacy
of digital twins

| sca1-218235
Behavioral & policy
interoperability

SC27 - 27564
Privacy models

Cata

SC27 - 5181
Data provenance

SC32 - 5207
Data usage terms
and concepts

SC32 -19763-3
Metamodel for
ontology registration

SC32-5212
Data usage
guidelines

) intnet

SC42 - 8183
Data life cycle
framework




standardization
Perspective

Interoperability

. Under development

Final draft or published

SC41 - 21823-1
Interoperability
Framework

SC41 - 21823-3
Semantic
interoperability

Ecosystem — Data Data spaces
space SC38 - 20151
Dataspace concepts
& characteristic
Architecture
| SC41 - PWI 17 SC41 - PWI 16
SC41 - 30141 Ed2 loT and Digital Twins Extraction and
IoT RA . )
| in data spaces transaction process
SC7 - 42042 SC41 PWI19
Reference DS| Ci?all va?nlBRi Guidelines for digital
architecture (RA) 9 twin entity modeling
Trustwofthiness Security and privacy
WG13-5723 | SC41 - 30149 loT SC27 - 27115 | SC41 - 21823-5
Trustworthiness Trustworthiness Cybersecurity eval. Behavioral & policy
vocabulary principles of complex systems interoperability
oS oS Secsucr:it2 7a:n?j7gﬁsac SC27 - 27564
Tru.stworthlness Y | y Privacy models
overview & concepts of digital twins

Int:net

Cata

SC27 - 5181
Data provenance

SC32 - 5207
Data usage terms
and concepts

SC32 -19763-3
Metamodel for
ontology registration

SC32-5212
Data usage
guidelines

SC42 - 8183
Data life cycle
framework




standardization
Perspective
Ecosystem — Data

Data spaces

Interoperability

. Under development

Final draft or published

SC41 - 21823-1
Interoperability
Framework

SC41 - 21823-3
Semantic
interoperability

Cata

SC27 - 5181
Data provenance

SC32 - 5207
Data usage terms
and concepts

SC32 -19763-3
Metamodel for
ontology registration

SC32-5212
Data usage
guidelines

Cen-cenelec JTC21
Al Trustworthiness
framework

Artificial Intelligence

SC27 - 27090
Al Security

SC27 - 27091
Al Privacy

space SC38 - 20151
Dataspace concepts
& characteristic
Architecture
| SC41 - PWI 17 SC41 - PWI 16
SC41 - 30141 Ed2 loT and Digital Twins Extraction and
IoT RA . .
| in data spaces transaction process
SC7 - 42042 SC41 PWI 19
Reference DSiCi':lall va?nlSRi\ Guidelines for digital
architecture (RA) 9 twin entity modeling
Trustwofthiness Security and privacy
WG13 - 5723 | SC41 - 30149 loT SC27 - 27115 | SC41 - 21823-5
Trustworthiness Trustworthiness Cybersecurity eval. Behavioral & policy
vocabulary principles of complex systems interoperability
Trustworthiness Y rivacy Privacy models
overview & concepts of digital twins

Int:net

SC42 — 8183
Data life cycle
framework
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Privacy — Al perspective
OECD Expert Workshop on PETS and Al

&) OECD’

BETTER POLICIES FOR BETTER LIVES
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Perspective
PETS - Al

Foundations

[ 2011 - SC27 — 29100
Privacy framework

2017 - SC27 — 29151
. Guidelines privacy impact
assessment

. Under development
. Final draft or published

O intnet



Standardization

Perspective
PETS - Al

2019 - SC27 — 27550
Privacy engineering for
system lifecycle processes

Privacy engineering

2023- PC317 — 31700-1,2
Privacy-by-design for
consumer goods and

services

2024 -SC27 — 27566
POMME Privacy
operationalization for
engineering

Foundations

SC27 - 27564
Privacy models

2011 - SC27 — 29100
Privacy framework

2017 - SC27 — 29151
Guidelines privacy impact
assessment

. Under development

Final draft or published
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Standardization

Perspective
PETS - Al

2019 - SC27 — 27550
Privacy engineering for
system lifecycle processes

2023- PC317 — 31700-1,2
Privacy-by-design for
consumer goods and

services

Foundations

Privacy engineering

2024 -SC27 — 27566
POMME Privacy
operationalization for
engineering

SC27 - 27564
Privacy models

2011 - SC27 — 29100
Privacy framework

2018 - SC27 — 20889
Privacy enhancing de-
identification terminology
and classification of
techniques

2017 - SC27 — 29151
Guidelines privacy impact
assessment

2022 - SC27 — 27559
Privacy-enhancing data de-
identification framework

De-identification

SC27 — 27565
Guidance on privacy
preservation based on zero-
knowledge proofs

. Under development

Final draft or published
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Standardization

Perspective
PETS - Al

Foundations

2019 - SC27 — 27550
Privacy engineering for
system lifecycle processes

Privacy engineering

2024 -SC27 — 27566
POMME Privacy

SC27 — 27564

2011 - SC27 — 29100
Privacy framework

2017 - SC27 — 29151
Guidelines privacy impact
assessment

. Under development

Final draft or published

O INnt:net

operationalization for . Privacy models
2023- PC317 — 31700-1,2 engineering
Privacy-by-design for
consumer goods and
services
De-identification
2018 - SC27 — 20889
Privacy enhancing de-
identification terminology
and cIaSS|_f|cat|on of SC27 — 27565
techniques . X
N Gwda_nce on privacy
preservation based on zero-
2022 - SC27 — 27559 knowledge proofs
Privacy-enhancing data de-
identification framework
Other domains
2024 - SC27 — 27561
Privacy guidelines for
fintech
SC27 — 27568 SC27 — 275737
B Security and privacy of ] Privacy protection of

SC27 — 27566-1,2,3
Age assurance

digital twins

avatars




Standardization

Perspective
PETS - Al

Foundations

2019 - SC27 — 27550
Privacy engineering for
system lifecycle processes

2023- PC317 — 31700-1,2
Privacy-by-design for
consumer goods and

services

Privacy engineering

[ Artificia

2024 -SC27 — 27566
POMME Privacy
operationalization for
engineering

I

| intelligence

SC27 — 27564
Privacy models

2011 - SC27 — 29100
Privacy framework

2017 - SC27 — 29151
Guidelines privacy impact
assessment

2018 - SC27 — 20889
Privacy enhancing de-
identification terminology
and classification of
techniques

2022 - SC27 — 27559
Privacy-enhancing data de-
identification framework

De-identification

SC27 — 27565
Guidance on privacy
preservation based on zero-
knowledge proofs

I De-identification of training

SC42 — 425597

data for ML

2023 - SC27 — 27563
Security and privacy in Al
use cases — best practices

. Under development

Final draft or published

O INnt:net

2024 - SC27 — 27561
Privacy guidelines for
fintech

SC27 — 27566-1,2,3
Age assurance

Other domains

SC27 — 27568

1 Security and privacy of

digital twins

SC27 - 27573?
Privacy protection of
avatars

SC27 — 27091
Al - Privacy protection




Interest Group: Models for Privacy (
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>4 Enershare %_ 4 =
— P, ' F o DATHON

e

Established early 2024

Purpose:

- practices for privacy engineering based on models

- create synergies to foster development of an ecosystem of privacy models
- promote the creation, use and sharing of privacy models

https://models4privacy.org/

- join as a member of the interest group

- join mail list

- stay updated on the interest group activities/events

S :\ A\ . N 5 \ \ \

.“‘“;'; \ \ 3 -
Michelle Chlbba Antonio Kung Ann Cavouklan



https://models4privacy.org/
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Integration of verticals

Architecture




Environment

* Architecture Description ———
= )

description

is part of the character
or nature of

Entity of
interest

*  Environment+Entity of interest
= Stakeholder+Concerns

= Viewpoints+View (romacnee & nterestn
)"“\.

expresses

has an
interest in

Stakeholder

0=

sees things
from

impdrtance to

Stakeholder \ results in
perspective J

is contained in

[ Modetbased |

Non-model-
- based vi
view compunentJ is a kind of /k component )\ is a kind of L c:;epo‘::nwt

' : Seite
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Environment

Context of surrounding things,
conditions, or influences upon an entity

Environment of an entity of interest
includes external entities that have
influences upon an entity

Developmental, Technological,
Business, Operational,
Organizational, Political,
Economic, Legal,

Regulatory, Ecological,

Social, ...

Qualifier to the word environment
identifies a particular sub-context

Development environment
Test environment
Operational environment....

DigiSect - Stockholm

Sub-context

Entity of
interest

l Context

Environment

L

Development
Environment

Test
Environment

Operational
Environment

16-May-2024




* Entity of interest

= Smart Grid (SG) system
= Artificial Intelligence (Al) system
= Knowledge Engineering (KE) system

Q Int:net DigiSect - Stockholm

16-May-2024
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Al system

El

* Entity of interest

= Smart Grid (SG) system
= Artificial Intelligence (Al) system
= Knowledge Engineering (KE) system

Al system
El

Context

Knowledge
Engineering
Environment

Knowledge
Environment

Q Int'net DigiSect - Stockholm 16-May-2024
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Al system KE system

El E2

* Entity of interest

= Smart Grid (SG) system
= Artificial Intelligence (Al) system
= Knowledge Engineering (KE) system

Al system
El

Context

Knowledge
Engineering
Environment

E2

Knowledge
Environment

Q Int'net DigiSect - Stockholm 16-May-2024



INt:net

Interoperability Network for
the Energy Transition

Integration of verticals

Integration of data spaces




Data space

RN

Data sources
Domain 1

(e.g. Energy)

AN

Data sources
Domain 2
(e.g. Smart
manufacturing)

RN

DigiSect - Stockholm

Data sources
Domain N
(e.g. Health)

16-May-2024




Data space @ »

Data analysis

Data sources
Energy consumption

DigiSect - Stockholm

16-May-2024
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Digital Twin Integration

() intnet

Consumption G
Data space profiles T =
—
.. . Consumption
Digital Twin B .
0T System Metering data
Home HomsetaCiir:)a:]rging Washing machine




Security and Privacy Integration

O INnt:net

Data space

Connector

Digital Twin

loT System

Home

Security
and
privacy by
design

Consumption
profiles

Consumption
prediction

Metering data

Home Charging
station

Washing machine




Standard on interoperability Data product

extraction

Data space (ISO/IEC 20151)

1

Data product

Data product
2

Data product
3

Data product
4

Data product
N

Connector X

Connector Y

Connector Y

Data space connector interface

Data Product

1F

1

1F

1

i)

. Fusion of Fusion of Fusion of AFUZ'O'_: Ofd Fusion of
Extraction Aand B Band C Aand C anc o an Aand N
Digital Entity
Element B C N
Management of models
Mapping ﬁ ﬁ F ﬁ F ﬁ F

() intne

t

Target Entity
Element




Standard on interoperability Data product

extraction

Transformer core

Data space

Transformer
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* A data space is associated with a tube
in the cube

* Guiding principles (upcoming IDSA
white paper on standards)

= Self-determined control of data use (Data
Sovereignty ),

= Participants have autonomy

= Participants have agency over their data
assets

= Dataspace creates a context of trust

* Logical function for governance (Dataspace
Governance Authority - DGA)

' »very broad”
usecase
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the Energy Transition
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